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2. Basel guidance on operational risk management

Basel Committee on Banking Supervision (BCBS)
All documents are available under: www.bis.org
General documents on the design of internal control systems:

· “Core Principles for effective Banking Supervision”, 
BCBS September 1997

· “Framework for Internal Control Systems in Banking Organisations”,
BCBS, September 1998

Selected documents dealing specifically with operational risk management:

· “Sound Practices for the Management and Supervision of Operational Risk”,
BCBS, February 2003

· “Operational risk”, BCBS, Quantitative Impact Study 3, Technical Guidance, October 2002, Part V., pp116-125

Also see the following “Basel Committee Event” with interesting papers and presentation of the latest developments in operational risk Measurement:

· Basel Committee on Banking Supervision Risk Management Group, 
Conference on “Leading Edge Issues in Operational Risk Measurement”
(New York, 29-30 May 2003)
Operational Risk Definition
“Operational risk”, BCBS, Quantitative Impact Study 3, Technical Guidance, October 2002, Part V. A. 588, p116

“Operational risk is defined as the risk of loss resulting from inadequate or failed internal processes, people and systems or from external events. This definition includes legal risk, but excludes strategic and reputational risk.”

Summary of principles for an internal control system
“Framework for Internal Control Systems in Banking Organisations”, BCBS, September 1998
1. Management oversight and the control culture

· Board

· Ultimately responsible

· Understand major risks 

· Approve and review strategies and significant policies

· Approve organisational structure

· Ensure appropriate senior management actions

· Senior Management

· Implement strategies and policies set by board

· Define and implement risk management process

· Monitor adequacy and effectiveness of internal controls

· Set clear responsibilities, authorities and reporting relationships

· Both: promote ethics, integrity, risk control culture

2. Risk recognition and assessment

· Design Internal Control System

· Cover all material risks

· Recognize and continually assess

· Identify & Measure

· Monitor & Control

· Report

· Review and update Internal Control System
3. Control activities and segregation of duties

· Control activities

· Integral part of daily activities

· Defined at every business level

· Top level reviews

· Activity controls in business units

· Compliance check (limits), follow up on non-compliance

· Approval and authorisation system

· Verification and reconciliation system

· Segregation of Duties

· No conflicting responsibilities

· Conflicts of interest: identified, minimised, monitored

4. Information and Communication

· Adequate and comprehensive data

· Internal: financial, operational, compliance

· External: relevant for decision making

· Information

· Reliable & Timely

· Accessible & Consistent

· Systems

· Secure & Monitored independently

· Adequate contingency arrangements

· Effective communication channels

· All staff understand and adhere to policies and procedures

· Information is reaching the appropriate personnel

5. Monitoring activities and correcting deficiencies

· Monitoring of effectiveness of internal controls

· Monitoring of key risks part of daily activities

· Periodic evaluations by business lines and internal audit

· Internal audit function

· Effective, comprehensive audit of internal control system

· Report to Senior Management and Board (Audit Committee)

· Internal control deficiencies

· Timely reporting to management

· Addressed promptly

· Material deficiencies reported to senior management and Board

3. Principles for establishing a culture of operational risk control at the BIS

· Operational risk management is decentralized and has long been one of the central objectives of every business unit. 

· Reinforce and leverage but also put into perspective the long-standing aim to minimize reputational risk.

· Be consistent with the BIS risk control philosophy

· Centralized function

· Senior management control

· Senior management reporting

· Unified economic capital methodology

· Discussions should be transparent, inclusive, and cross departmental.

· The effort must be continuous thus fostering operational risk awareness.

· Identify operational risks (analysis of business process, self-assessment)

· Evaluate/measure/quantify

· Manage (mitigate, absorb, transfer)

· Report (qualitative and quantitative)

· This process must organically include Internal Audit.

· A centralised effort should complement and support  the business unit processes by 

· creating institution-wide standards and an operational risk centre of excellence, 

· centralising the collection of internal loss data and the use of external data,

· establishing a centralised operational risk measurement process including capitalizing for operational risk,

· introducing explicit incentives for business unit managers to improve the operational risk management by creating a feedback process from operational risk measurement/assessment to management, and

· providing senior management with independent reporting and a management tool which allows implementing an institution-wide operational risk strategy.

· Be consistent with BCBS regulatory requirements where possible

4. Steps in creating a centralized operational risk effort at the BIS

i. Learn (Literature, market participants, conferences, consultants, etc),  started in 1998 ;

ii. Secure senior management support;

iii. Clarify the objectives, completed in 1999;

iv. Define operational risk, operational loss events, and risk drivers;

v. Decide on a methodology for meeting the objectives;

vi. Make internal loss data usable, collect more, and report regularly, completed in 2000;

vii. Establish a top-down operational risk measurement process including the use of external data, capitalization, and capital attribution in Risk Control, completed in 2001;

viii. Create a bank-wide annual control self-assessment process based on scorecards managed by Internal Audit and linked to regular business unit audits, in progress; 

ix. Combine measurement and control self-assessment in a feed-back loop within an annual review process, expected to be operational in 2004; and

x. Establish a regular review process for the whole framework.

xi. ?? Review institution-wide insurance arrangements.

5. Operational Risk Measurement

Source: “Operational risk”, BCBS, Quantitative Impact Study 3, Technical Guidance, October 2002, Part V., pp116-125

1. Basic Indicator Approach

· Capital charge based on a fixed percentage (current estimate about 15%) of average gross income over the last three years. 

· Connection of gross income to operational risk is debatable. Gross income seems the lesser of possible evils. No credible generalisable alternatives 

2. Standardized Approach

· Capital charge based on gross income

· Different percentages for eight different business lines (% provisional until further study)

· Corporate finance (18%), trading and sales (18%), retail banking (12%), commercial banking (15%), payment and settlement (18%), agency services and custody (15%), asset management (12%), retail brokerage (12%).

· Bank map their activities/gross income to those business lines

3. Advanced Measurement Approach

· Capital charge based on bank’s internal operational risk model.

· Has to fulfil the following requirements:

· Qualitative

· Independent operational risk management function

· Board of directors and senior management must be actively involved in the oversight of the process

· System must be closely integrated into day-to-day risk management process

· Regular reporting

· System well documented and compliance in place

· Regular review by internal and external auditors

· Quantitative

· Must demonstrate that approach captures potentially severe tail loss events

· Rigorous procedures for model development and validation

· Detailed criteria on: inclusion of unexpected loss; granularity to include major risk drivers; use of empirical correlations on the basis of analysis (otherwise adding); system must use internal data, external data, scenario analysis; must include factors which capture key business environment and risk control factors; risk mitigation only applicable to a limited amount of total capital charge (10-25%)

4. BIS Risk Control approach for measuring its own operational risk

· Calculate economic capital for operational risks. 

· Basic idea: estimate statistically a maximum operational loss at a given solvency standard, assign economic capital to cover these losses.

· First step

· Estimate frequency and severity of losses based on internal and external loss data.

· External loss data to make the estimation of the loss frequency and loss severity more meaningful by complementing the very limited number of BIS’ internal losses by external losses that are relevant to the type of operations of the BIS , scaled down to take account of the risk characteristics of BIS operations.

· Second step

· Loss severity and frequency estimates by business lines are aggregated to a total bank-wide loss distribution, from which an operational economic capital figure can be inferred.

6. Lessons learned

· Solid senior management support is crucial as the project is a long-term effort which needs permanent staffing.

· Constant communication is very important to establish a common operational risk language based on central definitions.

· Start as early as possible to identify and work on internal loss data.

· Never lose sight of the ultimate goal of improving business unit operational risk management. The behavioral impact is of central importance. At some stage incentives have to be set.

· It is important to overcome a potentially existing blame culture.
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